This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not hmited to): 

• BLACK BORDERS 

• TEXT CUT OFF AT TOP, BOTTOM OR SIDES 
« FADED TEXT 

« ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

« BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

» GRAY SCALE DOCUMENTS 



IMAGES ARE BEST AVAILABLE COPY, 



As rescanning documents mil not correct images, 
please do not report the images to the 
Image Problem Mailbox. 



AMENDMENTS TO THE CLAIMS 



1-45. (Cancelled) 

46. (Currently Amended) An optical disk of recording type on which data is recordable, 
wherein said optical disk has a sector structure comprising a plurality of sectors, 
wherein each of the plurality of sectors includes a sector header area and a main data area 

for recording encrypted data therein, 

wherein the sector header area includes a decipher key information area for recording 
therein at least one decipher key which is required for decrypting the encrypted data, and 

wherein a size of the decipher key information area is smaller than t^m^ a size of each 
decipher key^^ 

wherein the respective decipher keys which are required for decrypting the encrypted data 
are recorded in a decipher key table having a plurality of decipher keys, 

wherein indexes for indicating recorded positions of the decipher keys which are required 
for decrypting the encrypted data within the decipher key table are recorded in the decipher key 
information areas of the plurality of sectors, respectively, and 

wherein decipher key status areas for recording decipher key statuses of the respective 
decipher key areas of said decipher key table are recorded as information for representing a 
recorded status of the decipher key table . 

47. (Currently Amended) The optical disk as claimed in claim 46, wherein each decipher key 
is divided into a plurality of divided decipher keys having a predetermined size, and 

wherein saTd-the_plurality of divided decipher keys are recorded in respective decipher 
key information areas of a plurality of continuous sectors. 

48. (Currently Amended) The optical disk as claimed in claim 47, wherein the number of the 
divided decipher keys i s a m e asur e of the corresponds to a number of the sectors which are 



included in error correction code (CCC) blocks, and which are a plurality of sectors required for 
error correction. 

49-50. (Cancelled) 

5 1 . (Currently Amended) The optical disk as claimed in claim 49-46, wherein the- said 
decipher key table is recorded over a plurality of different error correction code (ECC) blocks. 

52. (Currently Amended) The optical disk as claimed in claim 49-46, wherein the respective 
decipher keys are managed and recorded in at least one unit of a file unit managed in a file 
management area, and an extent unit comprising a plurality of continuous sectors on the- said 
opfical disk. 

53. (Currently Amended) An optical disk of recording type on which data is recordable, 
wherein said opfical disk includes a main data area for recording data therein, 
wherein said main data area includes a non-encrypted area for recording data in a non- 
encrypted status, and an encrypted area for recording data in an encrypted status, 

wherein said non-encrypted area includes decipher key conversion data used for 
conversion of converfing a decipher key into a converted decipher key for d e crypting data , and 

wherein data in the- said encrypted area is encrypted b}^using the converted decipher key 
which is conve r ted using the deciph e r key conv er sion data . 

54. (Currently Amended) The optical disk as claimed in claim 53, 

wherein said main data area includes a control information recording sector for recording 
control information used for controlling data reproduction in a non-encrypted status, and a data 
recording sector for recording data in an encrypted status, 

wherein said control information recording sector includes decipher key conversion data 
used for conversion of converting the decipher key into the converted decipher key , and 



wherein data in the data recording sector is encrypted by using the converted decipher key 
which is converted using the d e cipher key conversion data . 

55. (Currently Amended) The optical disk as claimed in claim 54, 

wherein said data recording sector includes a non-encrypted area for recording data in a 
non-encrypted status, and an encrypted area for recording data in an encrypted status, 

wherein said non-encrypted area is furth e r of said data recording sector includes 
additional decipher key conversion data used for converting another decipher key into another 
converted decipher key , and 

wherein A V data in thc said encrypted area of said data recording sector is encrypted by 
using a d e ciph er key obtained by furth e r conv er ting a d e cipher key, which is converted using th e 
decipher key conv e rsion data, the another converted decipher key by using a further second 
additional decipher key which is different from the additional decipher key . 

56. (Currently Amended) The optical disk as claimed in claim 53, wherein smd-the decipher 
key conversion data includes at least copying control information of data. 

57. (Currently Amended) An optical disk recording method for recording data on an optical 
disk of recording type on which data is recordable, said method comprising: including th e st e ps 
ofr 

reading out a decipher key status which is recorded on the optical disk, and judging 
whether or not there is an empty area for a decipher key based on the read-out decipher key 
status; 

reserving a decipher key area and recording the decipher key in the reserved decipher key 
area[[,]] when said judging of whether or not there is the empty area for the decipher key judg es 
judging that there is the empty area for the decipher key; 

setting copyright control information and a decipher key index in at least one unit of a file 
unit and an extent unit; 



encrypting data bx_using the decipher key, and recording the encrypted data on the optical 
disk in at least one unit of a file unit and an extent unit; and 

recording on said optical disk, optical disk file management information on the optical 
disk for managing data which is recorded on satd-the optical disk. 

58-59. (Cancelled) 

60. (Currently Amended) An information processing system comprising: 
a data encrypting apparatus for encrypting data by using a cipher key; 
an optical disk recording and reproducing apparatus for recording a decipher key which is 
required for decrypting data on an optical disk of recording type, and for reproducing the 
recorded decipher key; and 

a control apparatus connected to said opfical disk recording and reproducing apparatus 
and the data encrypting apparatus[[,]]; 

wherein said optical disk recording and reproducing apparatus comprises[[:]] 

first recording and reproducing means for recording a decipher key table on the 
optical disk, and foLreproducing the decipher key table from the optical disk[[;]]^ 
encrypting and decrypting means for 
encrypting the decipher key, 
transmitting the encrypted decipher key, 

receiving the encrypted decipher key from the- said control apparatus, and 

decrypting the encrypted decipher key[[;]]^ and 
second recording and reproducing means for recording a decipher key status table 
for indicating a recorded status of the decipher key on the optical disk, and for 
reproducing the decipher key status table from the optical disk; 

wherein said data encrypting apparatus comprises[[:]] encrypting means for encrypfing 
the decipher key, and for.transmitting the encrypting encrypted decipher key to said control 
apparatus; and 



wherein said control apparatus comprises[[:]] 

receiving means for receiving the encrypted decipher key from said encrypting 
means of said data encrypting apparatus[[;]]^ and 

allocating means for searching for an empty area for the decipher key based on the 
reproduced decipher key status table, for allocating the received and encrypted decipher 
key into the searched empty area, and for transmitting the allocated and encrypted 
decipher key to tht- said optical disk recording and reproducing apparatus, and 
wherein said encrypting and decrypting means of said optical disk recording and 
reproducing apparatus receives the allocated and encrypted decipher key from said allocating 
means of tht- said control apparatus, and decrypts the received encrypted decipher key, 

61 . (Currently Amended) An information processing system comprising: 

an optical disk reproducing apparatus for reproducing a decipher key table comprising 

data and a plurality of decipher keys which are required for decrypting thc-data from an optical 

disk of recording type; 

a control apparatus connected to said optical disk reproducing apparatus; and 

a data decrypting apparatus for decrypting databy_using the plurality of decipher keys, 

wherein said optical disk reproducing apparatus comprises[[:]] 

first reproducing means for reproducing the decipher key table from the optical 
disk[[;]]. 

encrypting means for encrypting the reproduced decipher key table, and for 
transmitting the encrypted decipher key table to said control apparatus[[;]]^ and 

second reproducing means for reproducing a decipher key status table for 
indicating recorded statuses of the plurality of decipher keys fromsmd-the optical disk; 
wherein said control apparatus comprises[[:]] 

receiving means for receiving the encrypted decipher key table from said optical 
disk reproducing apparatus[[;]]^ and 



searching means for searching for the encrypted decipher key which is required 
for decrypting data whtdr that is recorded on the optical disk from the received decipher 
key table[[,]] based on the reproduced decipher key status table, and for transmitting the 
searched encrypted decipher key to the- said data decrypting m e ans apparatus : and 
wherein said data decrypting apparatus comprises[[:]] 

first decrypting means for decrypting the encrypted decipher key, and for 
producing the decrypted decipher key, and 

second decrypting means for decrypting the encrypted dat a, which is repr o duced 
by said optical disk reproducing apparatus, by using the decrypted decipher kers -key. [[.]] 
wherein said optical disk reproducing apparatus reproduces the encrypted data which is 
decrypted by said second decrypting means 

62. (Currently Amended) An optical disk recording apparatus for recording data on an 
optical disk of recording type on which data is recordable, 

wherein said optical disk includes a non-encrypted area and an encrypted area, and 
wherein said optical disk recording apparatus comprises: 

recording means for recording data, including decipher key conversion data used for 
conversion of converting a decipher key into a converted decipher key, for decrypting dai d , in the 
non-encrypted area in a non-encrypted status, and for recording encrypted data in the encrypted 
area , wherein the encrypted data is encrypted bv using the converted decipher key which is 
conv e rted using the d e cipher key conversion data . 

63. (Currently Amended) The optical disk recording apparatus as claimed in claim 62, 
wherein said optical disk further includes a control information recording sector and a 

data recording sector, and 

wherein said recording means records^ in a non encrypted status^ control information used 
for controlling reproduction of the-data in tfa^ said control information recording sector, converts 
a cipher key into a converted decipher key byiusing the decipher key conversion data, encrypts 



data bjLUsing the converted decipher key, and records the encrypted data intht- said data 
recording sector. 

64. (Currently Amended) The optical disk recording apparatus as claimed in claim 63, 
wherein said recording means records^ in a non-encrypted status^ data including fu r th er 

additional decipher key conversion data on thc^ said non-encrypted area of the- said data recording 
sector, converts the cipher key into a converted decipher key[[,]] by using the decipher key 
conversion data included in the control information and the further additional decipher key 
conversion data, encrypts data by using the converted decipher key, and records the encrypted 
data in the- said data recording sector, 

65. (Currently Amended) An optical disk reproducing apparatus for reproducing data from 
an optical disk of recording type on which data is recordable, 

wherein said optical disk includes a non-encrypted area and an encrypted area, and 
wherein said optical disk reproducing apparatus comprises: 

reproducing means for converting a decipher key into a converted decipher key[[,]] by 
using decipher key conversion data which is recorded in tfac- said non-encrypted area, for 
decrypting data which is recorded in the- said encrypted area by using the converted decipher key, 
and for reproducing the decrypted data. 

66. (Currently Amended) The optical disk reproducing apparatus as claimed in claim 65, 
wherein said optical disk further includes a control information recording sector and a 

data recording sector, and 

wherein said reproducing means reproduces control information which is used for 
controlling data reproduction from thc- said control information recording sector, converts a 
decipher key into a converted decipher key by using decipher key conversion data included in the 
control information, decrypts data which is recorded in thtr said data recording sector by using the 
converted decipher key, and reproduces the decrypted data. 



67. (Currently Amended) The optical disk reproducing apparatus as claimed in claim 66, 
wherein said reproducing means reproduces furth e r additional decipher key conversion 

data which is recorded in the- said non-encrypted area of the data recording sector, converts the 
decipher key into a converted decipher key[[,]] by using decipher key conversion data included in 
the control information and the reproduced fitrthcr additional decipher key conversion data, 
decrypts data which is recorded in the- said data recording sector by using the converted decipher 
key, and reproduces the decrypted data. 

68. (Currently Amended) An optical disk recording method for recording data in an optical 
disk of recording type on which data is recordable, 

wherein said optical disk includes a non-encrypted area and an encrypted area, and 
wherein said method includ e s the steps of comprises : 

recordings in a non-encrypted status^ data including decipher key conversion data 
used for conversion of converting a decipher key into a converted decipher key fer 
decrypting data in the non-encrypted area[[,]]; 

and recording encrypted data in the encrypted are a, wherein the encrypted data is 
encrypted by using the converted decipher key which IS converted us nig the converted 
deciph e r key conv e rsion data . 

69. (Currently Amended) An optical disk reproducing method for reproducing data from an 
optical disk in which data is recordable, 

wherein smd- the optical disk includes a non-encrypted area and an encrypted area, and 
wherein said method includes the steps of comprises : 

converting a decipher key into a converted decipher key by using decipher key 
conversion data which is recorded in the non-encrypted area[[,]]; 

decrypting data which is recorded orrin the encrypted area by using the converted 
decipher key[[,]]; and 
reproduces reproducing the decrypted data. 



- 10- 



70-95, (Cancelled) 



96, (New) An information processing system comprising: 

a data encrypting apparatus operable to encrypt data by using a cipher key; 
an optical disk recording and reproducing apparatus operable to reproduce a decipher key 
which is required for decrypting data on an optical disk of recording type, and to reproduce the 
recorded decipher key; and 

a control apparatus connected to said optical disk recording and reproducing apparatus 
and said data encrypting apparatus; 

wherein said optical disk recording and reproducing apparatus comprises 

a first recording and reproducing unit operable to record a decipher key table on 
the optical disk, and to reproduce the decipher key table from the optical disk, 
an encrypting and decrypting unit operable to 
encrypt the decipher key, 
transmit the encrypted decipher key, 

receive the encrypted decipher key from said control apparatus, and 

to decrypt the encrypted decipher key; and 
a second recording and reproducing unit operable to record a decipher key status 
table for indicating a recorded status of the decipher key on the optical disk, and to 
reproduce the decipher key status table from the optical disk; 

wherein said data encrypting apparatus comprises an encrypting unit operable to encrypt 
the decipher key, and to transmit the encrypted decipher key to said control apparatus; and 
wherein said control apparatus comprises 

a receiving unit operable to receive the encrypted decipher key from said 
encrypting unit of said data encrypting apparatus, and 

an allocating unit operable to search for an empty area for the decipher key based 
on the reproduced decipher key status table, to allocate the received and decipher key into 



the searched empty area, and to transmit the allocated and encrypted decipher key to said 
optical disk recording and reproducing apparatus, and 

wherein said encrypting and decrypting unit of said optical disk recording and 
reproducing apparatus is operable to receive the allocated and encrypted decipher key from said 
allocating unit of said control apparatus, and to decrypt the received encrypted decipher key. 

97. (New) An information processing system comprising: 

an optical disk reproducing apparatus operable to reproduce a decipher key table 

comprising data and a plurality of decipher keys which are required for decrypting data from an 

optical disk of recording type; 

a control apparatus connected to said optical disk reproducing apparatus; and 

a data decrypting apparatus operable to decrypt data by using the plurality of decipher 

keys; 

wherein said optical disk reproducing apparatus comprises 

a first reproducing unit operable to reproduce the decipher key table from the 
optical disk, 

an encrypting unit operable to encrypt the reproduced decipher key table and 
to transmit the encrypted decipher key table to said control apparatus, and 

a second reproducing unit operable to reproduce a decipher key status table for 
indicating recorded statuses of the plurality of decipher keys from the optical disk; 
wherein said control apparatus comprises 

a receiving unit operable to receive the encrypted decipher key table from said 
optical disk reproducing apparatus; and 

a searching unit operable to search for the encrypted decipher key which is 
required for decrypting data that is recorded on the optical disk from the received 
decipher key table based on the reproduced decipher key status table, and to transmit the 
searched encrypted decipher key to said data decrypting apparatus; and 
wherein said data decrypting apparatus comprises 



- 12- 



a first decrypting unit operable to decrypt the encrypted decipher key and to 
produce the decrypted decipher key, and 

a second decrypting unit operable to decrypt the encrypted data by using the 
decrypted decipher key, 

wherein said optical disk reproducing apparatus is operable to reproduce the encrypted 
data which is decrypted by said second decrypting unit. 

98. (New) An optical disk recording apparatus for recording data on an optical disk of 
recording type on which data is recordable, 

wherein said optical disk includes a non-encrypted area and an encrypted area, and 

wherein said optical disk recording apparatus comprises a recording unit operable to 

record data, including decipher key conversion data used for converting a decipher 

key into a converted decipher key, in the non-encrypted area in a non-encrypted status, 

and 

record encrypted data in the encrypted area, wherein the encrypted data is 
encrypted by using the converted decipher key. 



99. (New) The optical disk recording apparatus as claimed in claim 98, 

wherein said optical disk further includes a control information recording sector and a 
data recording sector, and 

wherein said recording unit is operable to 

record, in a non encrypted status, control information which is used for controlling 
reproduction of data in said control information recording sector, 

convert a cipher key into a converted decipher key by using the decipher key 
conversion data, 

encrypt data by using the converted decipher key, and 
record the encrypted data in said data recording sector. 



100. (New) The optical disk recording apparatus as claimed in claim 99, 
wherein said recording unit is operable to 

record, in a non-encrypted status, data including additional decipher key 
conversion data on said non-encrypted area of said data recording sector, 

convert the cipher key into a converted decipher key by using the decipher key 
conversion data included in the control information and the additional decipher key 
conversion data, to encrypt data using by the converted decipher key, and 

record the encrypted data in said data recording sector. 

101 . (New) An optical disk reproducing apparatus operable to reproduce data from an optical 
disk of recording type on which data is recordable, 

wherein said optical disk includes a non-encrypted area and an encrypted area, and 
wherein said optical disk reproducing apparatus comprises: 
a reproducing unit operable to 

convert a decipher key into a converted decipher key by using decipher key 
conversion data which is recorded in said non-encrypted area, 

decrypt data which is recorded in said encrypted area by using the converted 
decipher key, and 

reproduce the decrypted data. 

102. (New) The optical disk reproducing apparatus as claimed in claim 101, 

wherein said optical disk further includes a control information recording sector and a 
data recording sector, and 

wherein said reproducing unit is operable to 

reproduce control information which is used for controlling data reproduction 
from said control information recording sector, 

convert a decipher key into a converted decipher key by using decipher key 
conversion data included in the control information, 
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decrypt data which is recorded in said data recording sector by using the converted 
decipher key, and 

reproduce the decrypted data. 

103. (New) The optical disk reproducing apparatus as claimed in claim 102, wherein said 
reproducing unit is operable to 

reproduce additional decipher key conversion data which is recorded in said non- 
encrypted area of said data recording sector, 

converts the decipher key into a converted decipher key by using decipher key conversion 
data included in the control information and the reproduced additional decipher key conversion 
data, 

decrypt data which is recorded in said data recording sector by using the converted 
decipher key, and 

reproduce the decrypted data. 
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